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Unit Objectives
Identify the threats and hazards that may impact a

building or site.

Define each threat and hazard using the FEMA 426

methodology.

Provide a numerical rating for the threat or hazard and

justify the basis for the rating.

Define the Design Basis Threat, Levels of Protection, and

Layers of Defense.
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Assessment Flow Chart

AssetValue
Assessment
(Section 1.1)

Vulnerability
Assessment
(Section 1.3)

Risk Assessment
(Section 1.4)

Identify
Mitigation Options

(Chapters 2 and 3)

Threat/Hazard
Assessment
(Section 1.2)

Cost Analysis

Decision
(Risk Management)

(Section 1.5)

Analyze how mitigation
options affect asset criticality
and ultimately risk

Analyze how mitigation
options change vulnerability
and ultimately risk
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From Patterns of Global Terrorism – 2001 Released by the Office of the Coordinator

 for Counterterrorism, May 21, 2002

Nature of the Threat
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Nature of

the Threat

Figure 1-2: Total Facilities

Struck by International

                    Terrorist Attacks –

1997 to 2002, p. 1-3



BUILDING DESIGN FOR HOMELAND SECURITY Unit III-6

1984
Botulinum

1972
Typhoid

00959085807570

November 1995

Radioactive Cesium

December 1995

Ricin

June 1996

Uranium
1992 Cyanide

March 1995 Ricin

April 1995

Sarin

April-June 1995

Cyanide, Phosgene,

Pepper Spray

February 1997

Chlorine

14 Injured,

500 Evacuated

June 1994

Sarin

7 Dead,

200 Injured

May 1995

Plague

April 1997

U235

1984
Salmonella

200 Injured

1985
Cyanide

March 1998

Cesium-137

2001
Anthrax

CBR Terrorist Incidents Since 1970
March 1995 Sarin

12 Dead, 5,500 Affected
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Hazard
Hazard - A source of

potential danger or

adverse condition.

Natural Hazards

are naturally-

occurring events

such as floods,

earthquakes, tornadoes,

tsunami, coastal storms,

landslides, hurricanes,

and wildfires.



BUILDING DESIGN FOR HOMELAND SECURITY Unit III-8

Technological accident Terrorism act

Manmade Threats/Hazards
Manmade Hazards – are technological accidents and

terrorist attacks.  These are distinct from natural hazards

primarily in that they originate from human activity.
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Agri-terrorism

Radiological Agent

Nuclear Device

Hazardous Materials

Release

Unauthorized Entry

Surveillance

Identify Each Threat/Hazard
Improvised Explosive

Device (Bomb)

Chemical Agent

Arson/Incendiary Attack

Biological Agent

Cyberterrorism
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Define Each

Threat/Hazard

Existence

Capability

History

Intention

Targeting
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Determine Threat Level for

Each Hazard

Table 1-4: Homeland Security Threat Conditions, page 1-24 (source

Commonwealth of Kentucky Office of Homeland Security)
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Threat Sources
Identify Threat Statements

Identify Area Threats

Identify Facility-Specific Threats

Identify Potential Threat

Element Attributes

Seek information
from local law
enforcement, FBI,
U.S. Department of
Homeland Security,
and Homeland
Security Offices at
the state level.

Reference: Page 1-15, FEMA 426
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Vulnerability Rating

2658Threat Rating

8888Asset Value

Engineering

Vulnerability Rating

2348Threat Rating

5555Asset Value

Administration

CBR attack
Vehicle

bomb

Armed attack

(single gunman)
Cyber attackFunction

Critical Functions
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Vulnerability Rating

2343Threat Rating

8888Asset Value

Structural Systems

Vulnerability Rating

2344Threat Rating

4444Asset Value

Site

CBR attack
Vehicle

bomb

Armed attack

(single gunman)
Cyber attackFunction

Critical Infrastructure
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Design Basis Threat
The threat against which assets within a building must be

protected and upon which the security engineering design

of the building is based.
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Level of Protection (1)
Layers of Defense Elements

  Deter
  Detect
  Deny
  Devalue

The strategy of Layers of Defense
uses the elements and Levels of
Protection to develop mitigation
options to counter or defeat the
tactics, weapons, and effects of
an attack defined by the Design
Basis Threat.

Reference:  Page 1-9, FEMA 426
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Levels of

Protection (2)

Table 1-6, page 1-26, FEMA 426
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Levels of Protection (3)
DoD Minimum

Antiterrorism (AT)

Standards for New

Buildings

Table 4-1, page 4-9
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Building Entrance Layout

Standard 12

Windows, Skylights, and Glazed Doors

Standard 11

Exterior Masonry Walls

Standard 10

Building Overhangs

Standard 9

Structural Isolation

Standard 8

Progressive Collapse Avoidance

Standard 7

Parking Beneath Buildings or on Rooftops

Standard 6

Access Roads

Standard 5

Drive-Up/Drop-Off Areas

Standard 4

Unobstructed Space

Standard 3

Standard 2

Minimum Stand-off DistancesStandard 1

UFC 4-010-01 APPENDIX B

DoD MINIMUM ANTITERRORISM STANDARDS FOR NEW AND EXISTING BUILDINGS

Level of Protection (4)

Exterior Doors



BUILDING DESIGN FOR HOMELAND SECURITY Unit III-20

Mass Notification

Under Building Access

Standard 22

Equipment Bracing

Standard 21

Utility Distribution and Installation

Standard 20

Emergency Air Distribution Shutoff

Standard 19

Mailroom Ventilation

Standard 18

Air Intakes

Standard 17

Overhead Mounted Architectural Features

Standard 16

Roof Access

Standard 15

Mailrooms

Standard 14

Standard 13

Level of Protection (5)
UFC 4-010-01 APPENDIX B

DoD MINIMUM ANTITERRORISM STANDARDS FOR NEW AND EXISTING BUILDINGS
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Summary
Process

Identify each threat/hazard

Define each threat/hazard

Determine threat level for each threat/hazard

Threat Assessment Specialist Tasks

Critical Infrastructure and Critical Function Matrix

Determine the “Design Basis Threat”

Select the “Level of Protection”
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Unit III Case Study Activity
Asset Value Ratings

Background

Hazards categories: natural and manmade

HIC case study threat: explosive blast and chemical, biological, and/or

radiological agents

Result of assessment: “Threat Rating,” a subjective judgment of a threat

Requirements

Refer to HIC case study data and GIS portfolio

Complete worksheet tables:

HIC Critical Functions Threat Rating

HIC Infrastructure Threat Rating


